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Web Commerce will surpass
One Trillion USD by 2003

· Web commerce is more secure than physical commerce

· Business to business is a 10x to 100x bigger market than business to consumer

· Supply chain management

· Distribution channel management

· Extranets as unified messaging platforms among trading partners

The Law of Web Commerce:
Selected Topics …
· Contracts for Web Commerce Services

· Payment Systems 

· Online International Sales and Dispute Resolution

· Cyber agents
… for IAPs, ISPs, and …
· Internet Access Provider (“IAP”)

· Dialup and dedicated access

· Retail, usually modem pool

· Wholesale, usually frame relay

· “How oversold” to Backbone Port

· Internet Service Provider (“ISP”)

· Portals, search engines

· Merchant storefronts (goods and/or services, B2C or B2B)

· Something free (tease), e.g., e-zine, chat, Web BBS, info, etc.

… CSPs.
· Commerce Services Provider (“CSP”)

· Provides services to merchant storefronts and other “retail” Websites

· Party authentication, secure payments processing, credit checks, marketing services, order fulfillment, supply chain management, distribution channel management, payload conversion, etc.

The Network Architecture of Web Commerce
The Internet Backbone

· First-Tier Network Access Points (“NAPs”): SFO, ORD, DCA, EWR

· Second-Tier Metropolitan Area Exchanges (“MAEs”): SJC, LAX, DFW, ATL, SEA, BOS, etc.

· Webservers at NAPs or MAEs

· CSPs’ Webservers host merchant storefronts for ISPs

Implementing Web Commerce

· Web Site Design - “Static” versus “Dynamic” construction of Webpages, esp. catalogs

· First generation Web Commerce: 
“Hard coded” pages

· Second generation Web Commerce:
Dynamic Webpages “built on the fly” in response to enduser queries (search engine hits), navigation, and cookies.  Leaders:  airlines, MRO vendors

Implementing Web Commerce

·  Web Site Design - Web Commerce advantages 

· 1.
Convenience

· 2.
Control

· 3.
Low price

· 4.
Value

· 5.
Quality

· 6.
Uniqueness

Implementing Web Commerce

· Web Site Design - Consumer purchase motivations and types

· 1. Loneliness and boredom

· 2. Education/career

· 3. Necessities

· 4. Hedonic (for pleasure)


A. Impulse purchasers

· B. Patient purchasers

· C. Analytic purchasers


Implementing Web Commerce

·  Web Site Design - Business Market Factors

· 1. Ease of search

· 2. Price

· 3. Delivery

· 4. Documentation

· 5. Supply chain relationship

· 6. Distribution channel relationship 

· 7. Globalization / exporting with

· minimal staffing

Implementing Web Commerce

·  Web Site Design – Storefront Server Infrastructure

· 1. Language engine 


· 2. Search engine


· 3. Catalog engine

· 4. Shopping cart engine

· 5. Payment engine

· 6. Shipping engine

· 7. Customer service engine

· 8. Update “push” engine
Contractual Environment of Web Commerce

· Website design agreement

· Website development agreement

· Payments processing agreement

· Warehousing and shipping agreement

· Website maintenance agreement

· Intellectual property rights

· Sales contract (w/dispute resolution)

Website Design Agreement 

· Customer factors

· Consumer market

· Business market

· Commerce Philosophy / Strategy

· Navigation and other functionality

· Market research / surveys

· Engines (Search, catalog, etc.)

Website Development Agreement 

· Website Design becomes the Statement of Work in the Website Development Agreement

· Normal software development issues

· Acceptance tests

· Milestones

· Derivative rights

Secure Payment Methods 

· SSL link and credit card

· SET protocol systems (VeriFone vPOS at merchant site and vGATE at the credit card issuer site) 

· Proprietary system, anonymous buyer (Digi-Cash)

· Proprietary system, certificated buyer (CyberCash, First Virtual)

Intellectual Property Rights 

· Licensing of graphics, audio, photographs, trademarks, service marks, etc., used in Web pages 

· Ownership of Website design

· Ownership of custom software developed

· Rights to create derivative works

· Hyperlink licenses

Web Commerce becomes …

· “Content” in Consumer Markets

· Shopping as entertainment and education

· The most patient sales clerk who remembers every customer’s tastes and previous orders

· Predictive marketing

... commonplace, …

· “Content” in Business Markets

· Procurement: linking of Intranets of trading partners to form Extranets

· Exporting: global “push” and “pull” channels for marketing materials, such as product specifications, application notes

· Smart products: remote diagnostics, “push channel” software updates, Internet gas pump

· Customers and trading partners do more of the work in a transaction

… and predominates in life-long learning.

· Lifelong learning to stay competitive in the marketplace

· Multimedia courseware on demand 

· Employees and potential employees will purchase and use Web-based interactive educational services

· Degree programs

· Certificate and custom programs

Design of the virtual university

· Professor as “anthologist and counselor”

· “Best performances” for video on demand lectures  (produces copyright royalties from licensing)

· Collaborative computing of Virtual U mirrors work environment

· Globalization of educational market

Collaborative computing and dispute resolution

· Web Commerce will produce more international commercial disputes

· A new legal frontier:  Whose law applies? Remedies?  Enforcement?

· Passive approach will force expansion of consumer protection law

· “Preemptive” dispute resolution in Web sales contract: collaborative computing based mediation and arbitration

Videoconferenced dispute resolution works

· First demo of videoconferenced arbitration: HKG, HNL, & DCA in 1987

· Videoconference equipment cost: 
USD 100, vs. USD 100,000 in 1987

· Web-mediated resolution to a Web-based dispute

· Web-mediated dispute resolution as a new type of CSP 

· Reduction in buyer anxiety

Law of Cyberagency:
Whose ‘Bot are you?

· Another legal frontier:  the law of cyberagents.  Who has liability for the actions of a cyberagent?

· Software author

· Buying service provider

· Buyer of cyberagent procured goods

· Who has disclaimed liability?

- “When did I agree to that?”

Certifications and scope of cyberagency

· The problem of “scope of authority” in traditional law of agency

· Express authority

· Implied authority

· Apparent authority

· Digital Certificates to define scope of cyberagent authority

 H.323 and “Pure IP” Nets:
Goodbye ATM?

How soon will IP traffic predominate on backbone networks?

· Growth of Web Commerce 

· Growth of IP telephony

· Growth of streaming digital video

· Fixed/mobile integration

· Unified messaging system

IP telephony and collaborative computing

· IP address to IP address calling

· ILS-based telephony

· Commercial IP telephony, e.g., Sonera, Delta Three, KDD

· Public H.320/H.323/H.324 gateways

· Microsoft NetMeeting

Pushing multimedia down  ever faster pipes

· ITU H.323 – multimedia over packet networks

· ITU H.324 – multimedia over POTS

· ITU H.320 – multimedia over ISDN

· B-ISDN – multimedia over IP over ATM over SONET/SDH over fiber

H.323 network “endpoints” – mandatory features

· G.711 compressed audio

· H.245 control and supervision

· Q.931 signaling

· RAS Channel (reg/admsn/status)

· RTP/RTCP (BW reservation)

H.323 endpoints – optional features

· Video codec  (H.260 QCIF or better)

· T.120 data conferencing

· Multicast (needs IPv6)

· Quality of Service (usually via ATM QoS, but “pure IP” QoS is emerging from labs)

H.323 Zone Gatekeepers (billing and administration)

· H.323 endpoints

· H.323/H.320 gateways

· H.323/H.324 gateways

· H.323 multipoint conferencing units

· BW allocation; address translation

Fixed/Mobile Integration and 
Unified Messaging Systems

· Reduction of protocol conversion at wireless/wireline network interface

· Provision of payload conversion (email to voice mail, fax to text, etc.)

· Internet Protocol as lingua franca

· Wireless:  IP over GSM, D-AMPS, and UMTS

· Wireline:  IP over ATM over SONET/SDH over fiber over wavelengths (DWDM)

ATM

· Cell-based switching and multiplexing technology - universal in current fiber backbones

· General-purpose, connection-oriented transport mechanism 

· Fixed length ATM cells enable fast hardware-based switching and for multiplexing multiple data streams on to a single link. 
ATM

· An integral number of  53-byte ATM cells will not fit into a single SONET/SDH frame 

· 5 bytes of a 53 byte ATM cell are overhead, not payload

· ATM SW talent, and ATM adaptation layer software, are expensive

IP over ATM

· Classical IP over ATM 

· Lacks ARP; uses ATMARP

· Encapsulation through AAL5

· Work only with IP

· LAN Emulation

· MAC driver-like interface

· Works with any OSI layer 3

· Multicast and Unicast

IP over ATM

· Multiprotocol over ATM (MPOA)

· Classical IP and LANE require intermediate routers = SLOW

· MPOA allows clients in different subnets to establish direct VCCs (shortcuts) between each other and forward packets directly at layer 3

· Within a subnet, MPOA uses LANE

SONET/SDH

· Synchronous frame structure

· User payload "floats" within and across SONET frame boundaries

· Byte-synchronous physical layer medium

· 10 Gbps (OC192); and target of 80 OC192 channels (wavelengths) in a single fiber, known as Dense Wavelength Division Multiplexing (“DWDM”)
IP over SONET/SDH

· A SONET ring provides point-to-point connections between routers. IP packets map to a point-to-point link

· Point-to-Point Protocol (PPP)  

· Encapsulates and transfers packets from multiple network layer protocols over the same link 

· Establishes, configures and tests the link layer connection 

· Establishes and configures network layer protocols 

IP over fiber

· IP over single channel fiber

· IP over Dense Wavelength Division Multiplexing

· Current effort = put functionality of SONET into packet and cell switches

· No SONET multiplexers and cross connect switches

IP over fiber – now emerging

· Bandwidth efficiency

· 4 to 1 improvement over TDM

· Another 40% BE by no encapsulation

· IETF direction important

· MPLS (Multi-protocol Label Switching)

· ATM Label Switching Router

· Virtual Connection Identifier 

The Backbone Race

· “Digital Convergence” has become “IP Convergence”

· Reduction of protocol conversion = IP

· Provision of payload conversion

· Serving wireless terminals at 2 Mbps

· Serving wireline terminals at fiber speeds

· The race to make IP over DWDM succeed as a backbone network architecture

 Cable System Operators and IAP Access

Does an IAP have a legal right to obtain capacity on a CATV system?
· City governments are the primary regulators of CATV System Operators (“CSOs”) in the US

· US federal regulator can preempt state and city government regulation

· FCC is US federal regulator of CSOs

· Federal preemption can be express, or dormant (court defers to federal  regulator’s “intent to regulate”)
Are CSOs common carriers?
· Portland, Oregon, government ordered AT&T to provide capacity to IAP on AT&T CATV system in Portland as condition of approval of change of CSO ownership from TCI to AT&T

· On appeal by AT&T to federal district court, court upheld city government, implying that CSOs are like common carriers regulated by local government

Are CSOs common carriers?
· AT&T appealed district court decision to 9th Circuit Court of Appeals

· Broward County, Florida, government has ordered CSO to provide capacity to IAPs

· San Francisco city government will soon decide whether to approve change of ownership of CSO to AT&T

· Intense lobbying effort:  AOL, “open access”; AT&T, “forced access”
Are CSOs common carriers?
· FCC has filed brief in Portland appellate case arguing that regulation of CATV Internet service by local governments would create chaos

· FCC Chairman Kennard sees lack of regulation of CATV Internet service as vital to encouraging (i) CSO investment in Internet service and (ii) CSO competition with local exchange carriers
Are CSOs common carriers?
· FCC, under Kennard, declines to commence rulemaking concerning CATV Internet service
· Is FCC’s “leave the area unregulated” adequate basis for appellate court to find “dormant preemption”?  

· Federal appellate court reviews lower court decision for abuse of discretion

Are CSOs common carriers?
· FCC brief in Portland case stops short of asking 9th Circuit Court of Appeals to overturn the US District Court decision

· Since FCC has, after the district court decision, taken a position of “no regulation”, that position is probably “dormant preemption” of state or local regulation
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